
Bridgham Cyber, LLC Vigil Library · Policy · Issue 003 June 2026

The Safeguards Rule at Scale: FTC Enforcement Patterns
and Agency Management System Risk in Independent

Insurance Agencies

Bridgham Technology Institute

Bridgham Cyber, LLC

June 2026

Reissued September 2026 under the Bridgham name.

Abstract

The FTC Safeguards Rule, as amended in 2023, now applies to a substantial portion of
independent insurance agencies that meet the definition of a financial institution under the
Gramm-Leach-Bliley Act. Enforcement activity in calendar year 2026 has confirmed that the FTC
views inadequate access controls and the absence of a written information security program as
actionable deficiencies, not technical omissions. For the independent agency operating at the $5M
to $30M revenue band, the Safeguards Rule creates a documented security program requirement
that most agencies have not yet operationalized. Simultaneously, agency management systems
(AMS) serving the independent channel have exhibited credential and API vulnerabilities that
represent a distinct, platform-level risk independent of agency-specific security practices. This
issue examines both dimensions and identifies the operational measures most relevant to the
current quarter.

1. Threat Environment

1.1. Insurance Agencies as Repositories of High-Value Financial Data

Independent insurance agencies routinely hold personally identifiable information of a density and

sensitivity that rivals financial institutions of comparable size: Social Security numbers, income

documentation, health status disclosures, banking account information for premium payment, and

beneficiary data. The aggregate data profile of a 30-person independent agency serving 2,000

households represents a materially more attractive target to a financially motivated threat actor than the

comparable retail or professional services firm.

Verizon DBIR 2025 data for the finance and insurance sector indicates that financially motivated

attacks account for 95 percent of confirmed incidents, with credential theft representing the initial

access vector in 68 percent of cases. The profile of an independent agency, which typically operates

without a dedicated security function and relies on a single IT provider for all managed services, aligns

with the target characteristics associated with the highest breach frequency in this sector.

1.2. Agency Management System Vulnerabilities: Lessons from Applied Underwriters and
Epic Incidents
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Agency management systems, including Applied Epic, Vertafore AMS360, and HawkSoft, represent

the operational core of the independent agency. Carrier connectivity, client records, policy data, and

commission accounting flow through these platforms. As these systems have expanded API

connectivity to carrier portals and insurtech platforms, the attack surface has broadened proportionally.

Vertafore disclosed a data exposure incident in late 2020 affecting approximately 27.7 million records.

Applied Systems disclosed a cybersecurity incident in 2024 affecting client data held in hosted

environments. These incidents are not cited to characterize any current vulnerability in these specific

platforms. They are cited to establish the empirical baseline: AMS platforms are targeted, incidents

occur at meaningful frequency, and the data exposed when they occur is of the category most useful to

identity fraud and financial crime operations.

1.3. Business Email Compromise: The Predominant Threat Vector for Agency Financial
Operations

Business email compromise (BEC) targeting insurance agencies has increased significantly in the 2024

to 2026 period, according to FBI Internet Crime Complaint Center data. The attack pattern typically

involves compromising an agency email account through credential theft, monitoring correspondence

for pending premium payments or claims disbursements, and redirecting wire transfers through account

substitution in the email thread.

For agencies processing premium payments exceeding $100,000 per transaction in commercial lines,

the financial exposure from a single successful BEC incident can be substantial. FBI IC3 data indicates

that the median BEC loss for financial services targets in 2024 was $82,000 per incident. Recovery

rates remain low, with fewer than 30 percent of wire transfers successfully recalled after confirmation

of fraud.

Key Observation. The independent insurance agency’s threat profile is defined by three converging
factors: high-value data density, platform-level vulnerabilities in shared AMS infrastructure, and financial
transaction patterns that create direct revenue exposure to BEC operations. Addressing any one factor in
isolation is insufficient.

2. Regulatory Update

2.1. FTC Safeguards Rule: Enforcement Posture in 2026

The FTC’s amended Standards for Safeguarding Customer Information (16 CFR Part 314) took full

effect for non-bank financial institutions, including qualifying insurance agencies, in June 2023. The

rule requires covered entities to implement a written information security program, designate a

qualified individual to oversee the program, conduct a risk assessment, and implement specific

technical safeguards including encryption of customer information in transit and at rest, multi-factor
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authentication, and access controls commensurate with assessed risk.

FTC enforcement actions concluded in 2025 and 2026 have targeted entities across the broader

financial institution definition, with settlements including civil penalties and mandatory third-party

assessments. The FTC has indicated through public testimony and staff guidance that small and

mid-market financial institutions are not exempt from enforcement expectations based on size. The

agency’s stated position is that the rule’s requirements are scalable and that implementation can be

right-sized to the complexity of the covered entity.

2.2. North Carolina Department of Insurance Cybersecurity Bulletin

The North Carolina Department of Insurance issued cybersecurity guidance in 2025 referencing the

NAIC Insurance Data Security Model Law framework, which has been adopted in modified form by a

growing number of states. While North Carolina has not yet enacted the NAIC Model Law in its

complete form, the Department’s bulletin signals regulatory intent and creates a directional obligation

for agencies to document their security programs consistent with the Model Law’s structure.

Key elements of the NAIC framework relevant to NC-based agencies include: annual risk assessments,

a written information security program reviewed at least annually by the senior officer, controls for

third-party service provider oversight, and an incident response plan. Agencies that have implemented

these elements in response to the FTC Safeguards Rule will have substantially addressed the

anticipated NC regulatory framework simultaneously.

2.3. State AG Activity: Consumer Financial Data Enforcement

The North Carolina Attorney General’s office has signaled coordinated action with the FTC in cases

involving inadequate protection of consumer financial information. Recent consent orders in adjacent

states involving insurance agencies that experienced breaches and had not implemented written

security programs suggest a pattern of bimodal enforcement: agencies face both the cost of the breach

and the cost of regulatory response when they lack documented program evidence.

3. Intelligence Briefing

3.1. Deep Dive: Building a Safeguards Rule-Aligned Security Program Without a Full-Time
CISO

The FTC Safeguards Rule creates a documented program requirement that many independent agencies

view as operationally out of reach without dedicated security staff. This perception is incorrect and is,

in part, a product of how compliance vendors market their services. The following framework describes

the minimum viable implementation of a Safeguards Rule-aligned program at the $5M to $30M

revenue band, based on current agency engagements.

3.2. Program Element 1: Written Information Security Program (WISP)
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The WISP is a documented policy, not an IT project. It defines the categories of customer information

the agency holds, the risks to that information, the controls in place to mitigate those risks, and the

individual responsible for the program. A well-structured WISP for an agency of 20 to 50 staff can be

documented in 10 to 15 pages. It requires a risk assessment as its foundation, which is a structured

process, not a technical audit.

3.3. Program Element 2: Qualified Individual Designation

The rule requires designation of a qualified individual to oversee the information security program.

This individual does not need to hold a security certification or possess technical expertise. The rule

explicitly contemplates that covered entities may engage an external service provider to fulfill this

function. For agencies without internal security expertise, a fractional engagement with a qualified

external advisor satisfies this requirement at a fraction of the cost of a full-time hire.

3.4. Program Element 3: Multi-Factor Authentication

The Safeguards Rule requires MFA for any individual accessing customer information. This is a

technical control, but implementation at the agency level is operationally straightforward. Microsoft

365 and Google Workspace both include native MFA capability at no additional cost. The primary

implementation barrier is not technical but behavioral: ensuring consistent staff adoption and

eliminating exceptions for senior producers who find the additional authentication step inconvenient.

3.5. Program Element 4: Incident Response Plan

The IRP does not need to be a complex document. For an agency operating at this revenue band, a

four-page document identifying the incident response lead, the external legal counsel engaged for

breach notification, the relevant regulatory notification contacts, and the communication protocol for

client notification satisfies the rule’s intent. The value of the IRP is not the document itself but the

48-hour response execution it enables when an incident occurs.

4. Recommendations

The following measures reflect current operational priorities at the insurance agencies in our client

portfolio that have made the most substantive progress toward Safeguards Rule alignment in Q3 2026.

1. Completing the written information security program. Clients that entered Q3 without a

documented WISP have prioritized its completion as the single highest-leverage regulatory and

operational risk reduction measure available this quarter. The WISP is the foundation from which

all other Safeguards Rule requirements flow. Agencies that cannot produce a WISP upon regulatory

request face penalty exposure independent of whether they have implemented any other technical

control. Our advisory team provides WISP development as a structured engagement with a defined

deliverable timeline.
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2. Auditing AMS user accounts and API integrations. Clients are conducting a complete inventory

of active user accounts in their AMS platform and all integrated carrier portals. The audit includes

identification of accounts held by former employees or former carrier representatives, API

connections that are no longer operationally active, and permissions that exceed the minimum

access required for each role. This is a two to three hour exercise for an agency of 20 to 40 staff.

The findings consistently reveal a materially larger active access surface than agency leadership

had estimated.

3. Implementing wire transfer verification protocols. To reduce BEC exposure on high-value

premium and claims transactions, clients have implemented a dual-channel verification

requirement: any change to banking or wire routing information received via email requires voice

confirmation with the counterparty at a number on record, not a number provided in the email. This

procedural control eliminates the most common BEC attack pattern and requires no technology

investment.
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