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Abstract

The veterinary sector entered 2026 carrying a structural vulnerability that standard compliance
frameworks were not designed to address: practice management software platforms used by more
than 70 percent of multi-location practices have not received independent security assessments in
the past 24 months, according to AVMA technology adoption survey data. Compliance status and
breach incidence show low correlation in the healthcare-adjacent sector, with HHS Breach Portal
data reflecting that a meaningful percentage of reported incidents involved entities that had
completed HIPAA risk analyses within the prior year. For the mid-market veterinary practice
operating at the $5M to $30M revenue band, the implication is direct: completing a compliance
checklist satisfies a regulatory obligation but does not constitute a security posture. The
highest-performing practices this quarter are decoupling their compliance calendar from their
security program and treating them as parallel, distinct workstreams.

1. Threat Environment

1.1. Practice Management Software as a Concentrated Risk Vector

Veterinary practices rely on a small number of dominant practice management software (PMS)

platforms – among them Cornerstone, AVImark, and ImproMed – for scheduling, medical records,

billing, and controlled substance inventory. The concentration of sensitive data in these platforms,

combined with infrequent vendor-side security disclosures, creates an asymmetric exposure: a single

unpatched vulnerability in a widely deployed PMS represents a lateral entry point across hundreds of

facilities simultaneously.

Mandiant M-Trends data for the healthcare-adjacent vertical indicates that attackers increasingly target

shared-platform vulnerabilities rather than individual organizations. The economics are straightforward

from an adversarial perspective: one exploit, many targets. For the practice owner, this means the

security posture of a vendor you did not select this year can determine your breach exposure this

quarter.

1.2. Credential Exposure in Cloud-Migrated Workflows

The shift toward cloud-hosted PMS and telemedicine platforms accelerated significantly between 2022

and 2025. AVMA survey data suggests that approximately 58 percent of practices with more than three

locations have migrated at least one core clinical workflow to a cloud-hosted environment. This
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migration, while operationally beneficial, introduced credential management complexity that many

practices have not fully resolved.

Verizon DBIR data consistently identifies stolen credentials as the leading initial access method across

the healthcare sector. For veterinary practices, the risk is compounded by staff turnover rates that

routinely exceed 25 percent annually in clinical roles, creating a persistent window of orphaned

accounts with active system access.

1.3. Ransomware Targeting of Veterinary Networks: Frequency and Cost Profile

The Ponemon Institute’s 2025 Cost of a Data Breach Report indicates that healthcare-adjacent

organizations with fewer than 1,000 employees face average breach costs of $2.1M per incident when

accounting for operational downtime, regulatory response, and remediation. For a veterinary group

operating at $15M in annual revenue, a breach event of this magnitude represents more than 13 percent

of annual revenue absorbed in a single incident.

Ransomware groups have demonstrated specific interest in veterinary networks because of three

compounding factors: the presence of DEA-regulated controlled substance records (which elevates

regulatory exposure and willingness to pay), the operational dependency on uninterrupted scheduling

systems, and the relative absence of dedicated security staff. This is not a prediction of likelihood. It is

a characterization of the adversarial calculus that informed actors apply to target selection.

Key Observation. Adversarial actors select targets based on expected yield relative to effort. Mid-market
veterinary practices present a profile that combines accessible credentials, high-value regulatory records,
and limited detection capability. Recognizing this profile does not require alarm. It requires a measured
operational response.

2. Regulatory Update

2.1. HIPAA Enforcement Activity: HHS Office for Civil Rights

The HHS Office for Civil Rights (OCR) concluded fiscal year 2025 with enforcement settlements that

reinforced two consistent themes: inadequate risk analysis and failure to implement access controls

commensurate with identified risk. While veterinary practices are not directly regulated under HIPAA,

those that handle human patient data through affiliated human health services, or that process insurance

claims containing protected health information, may fall within its scope.

Of greater relevance to most veterinary practices is the FTC Act Section 5 framework governing unfair

or deceptive acts, which the FTC has applied to health data security failures in non-HIPAA contexts.

OCR enforcement patterns provide directional signal for FTC inquiry: organizations that cannot

demonstrate documented risk analyses and remediation timelines face heightened exposure regardless

of the specific regulatory authority invoked.
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2.2. North Carolina Identity Theft Protection Act: 2025 Amendment Activity

North Carolina’s Identity Theft Protection Act (NCIDTPA) governs breach notification obligations for

businesses operating in or serving residents of the state. Proposed amendments circulated in the 2025

legislative session would reduce the notification window from 30 days to 15 business days and expand

the definition of personal information to include biometric data and health condition information.

Practices should note that the current 30-day notification standard remains in effect as of publication

date, but the trajectory of state-level breach notification law nationally reflects consistent compression

of response timelines.

The practical implication: a veterinary practice that has not rehearsed its breach notification workflow

through a tabletop exercise is unlikely to execute that workflow accurately under the time compression

of an actual incident. Preparation is not a compliance requirement under current NC law. It is an

operational requirement under any law.

2.3. State Attorney General Enforcement: North Carolina DOJ Posture

The North Carolina Department of Justice has signaled increased coordination with the FTC on

consumer data protection enforcement, particularly for healthcare-adjacent businesses. While no

veterinary-sector-specific enforcement actions have been concluded in the current calendar year, the

AG’s office has issued guidance indicating that businesses retaining sensitive consumer health

information without documented retention and disposal policies are subject to inquiry under the NC

Consumer Protection Act.

3. Intelligence Briefing

3.1. Deep Dive: The Practice Management Software Vulnerability Cycle

The veterinary PMS market is dominated by a handful of vendors, most of which operate on extended

release and patch cycles inherited from legacy desktop software architectures. The transition to

cloud-hosted deployments has not uniformly improved security patching velocity. The following

framework describes the vulnerability lifecycle that creates sustained exposure for practices relying on

these platforms.

Phase Operational Implication

Phase 1: Discovery A researcher or threat actor identifies a vulnerability in a PMS platform, typically through API
enumeration or authentication bypass testing.

Phase 2: Disclosure Lag Vendors in the veterinary software segment average 90 to 180 days from private disclosure to patch
release, based on historical CVE data for healthcare software categories.

Phase 3: Patch Deployment
Gap

Even after a patch is released, deployment to practice environments depends on practice IT policies.
Multi-location practices with self-managed infrastructure routinely lag vendor patch availability by 60
to 90 additional days.
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Phase Operational Implication

Phase 4: Exploitation Window The aggregate window from vulnerability discovery to full patch deployment across a practice’s
environment frequently exceeds 180 days. This is the period during which adversarial exploitation
carries the highest probability of success.

Phase 5: Detection Gap Practices without continuous monitoring tools frequently discover a breach only after operational
symptoms appear, by which time dwell time has already exceeded the 72-hour cost inflection
threshold documented in IBM breach cost research.

The structural response to this cycle is not to replace PMS vendors, which is operationally disruptive

and often contractually constrained. The response is to build detection capability that operates

independently of the vendor patch cycle. A practice that detects anomalous authentication behavior

within 12 hours of initial access limits the adversarial window regardless of how long the underlying

vulnerability persisted. Detection velocity, not patch velocity, is the primary variable within a

practice’s operational control.

Our highest-performing clients this quarter have deployed endpoint detection tooling that provides

behavioral monitoring independent of signature-based updates. This approach does not require

enterprise IT infrastructure. It requires a configured agent, a monitored alert queue, and a defined

escalation path.

4. Recommendations

The following three operational measures reflect actions currently in progress at the veterinary

practices in our client portfolio that have demonstrated the strongest security posture maturation in Q2

2026.

1. Conducting a PMS vendor security assessment. Clients are requesting current security

documentation from their PMS vendor, including the most recent penetration test summary, patch

release history for the prior 12 months, and any disclosed CVEs associated with the platform. This

is a vendor management measure, not a compliance requirement, and it costs nothing beyond the

time required to request and review the documentation. The information returned from this request

frequently changes the client’s view of their vendor relationship.

2. Implementing a credential audit on a 90-day cycle. Clients are establishing a quarterly process to

audit active user accounts across all cloud-hosted platforms, with particular attention to accounts

associated with former employees. The audit takes approximately two hours per quarter for a

practice with 30 to 50 staff. The elimination of orphaned accounts removes a category of access

risk that otherwise persists indefinitely.

3. Rehearsing the breach notification workflow. Clients have conducted a tabletop exercise

simulating the first 48 hours of a confirmed breach event. The exercise does not require technical

sophistication. It requires identifying who calls whom, who drafts the notification, where the

notification template is stored, and which regulatory authorities require notification under current
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NC law. Practices that have rehearsed this workflow respond faster and with lower reputational cost

when an actual event occurs.
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